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INDUSTRY 4.0

Fourth Industrial Revolution (Industry 4.0)
Smart Manufacturing
(IIoT)

Digitalization
Connectivity
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• Protection of information, processes and assets from threats

• Basic Requirements (about data)

Confidentiality

Integrity

Availability

WHAT IS (CYBER)SECURITY
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• How does a threat actor violate a system’s C, I, A requirements (attack)?

– By exploiting one or more vulnerabilities

• Vulnerability: “error” that makes it possible for a threat actor to violate the 
C, I, A properties

• Exploit: a specific way to use one or more vulnerabilities to accomplish a 
specific goal

• Attack: an intentional use of one or more exploits to violate C, I, A

TERMINOLOGY
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• There’s no secure system (in absolute terms)

• Security is about risk management

Risk = assets x threats x vulnerabilities

• Security = balance [reduction of vulns + damage containment] vs. cost

TERMINOLOGY



ASSETS IN A MANUFACTURING SYSTEMS

Safety

People
Environment
Equipment

Production Continuity

Production Plant 
Halting
Ransomware

Production Outcome

$$$
Indirect safety effects...

Intellectual Property (Confidentiality)Intellectual Property (Confidentiality)
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THREATS: CYBERPHYSICAL ATTACKS

S. Belikovetsky et al., dr0wned-cyber-physical attack with additive 
manufacturing, WOOT 2017

Davide Quarta, Marcello Pogliani, Mario Polino, Federico Maggi, Andrea Maria Zanchettin, 
and Stefano Zanero. An Experimental Security Analysis of an Industrial Robot Controller. 
38th IEEE Symposium on Security and Privacy, San José, CA, June 2017.

https://dl.acm.org/doi/10.5555/3154768.3154769
https://robosec.org/downloads/paper-robosec-sp-2017.pdf
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MALWARE (AND ITS EVOLUTION)

Strategical attacks

Mass attacks

Demonstration

showing off skills

demonstrate

New aspects:

profit oriented

organized groups

opportunism

New aspects:

high-profile targets

critical infrastructures

political activism

espionage

states as new actor
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(SPEAR)PHISHING

2018 Symantec Internet Security Threat Report
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RANSOMWARE (MASS ATTACKS)
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RANSOMWARE (MASS ATTACKS)
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TARGETED AND STRATEGICAL ATTACKS

2014
German 

Mill Factory

2010
Stuxnet

2011
Duqu

2012
Flamer

2017
Triton

2015
Ukrainian 

Power grid

High profile (i.e., state) actors: reverse engineer proprietary protocols, bypass air-gaps, …

Stuxnet and Triton don’t focus on manufacturing (but… plenty of high-profile manufacturing plants)
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VULNERABILITIES
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• Originally disconnected systems

– Security as an afterthought

• Production-critical systems

– Difficult to update

– Long service life (decades - forever days)

– Not managed by corporate IT

• Often, safety-critical systems

– Influence the environment

– Live security testing is, er…, difficult!

VULNERABILITIES (AND THEIR IMPACT): IT vs OT
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• No authentication

• No encryption

• Things are (slowly) changing

– CIP security

– Since 2018 (Allen Bradley)

INDUSTRIAL PROTOCOLS



What Reviewer 4 thinks (and they aren’t alone):

“The threat model seems too strong in practice. All attacks are 
possible for the attacker within the same network. Many ICSs on 
the other hand are located within air-gapped network.”

ATTACK SURFACE: WAIT, ISN’T THERE AN AIRGAP?

…WRONG!



Marcello Pogliani Security of Industrial Control Systems for Manufacturing

Shodan’s ICS map
things aren’t so bad, though



ROBOTICS: AN INTERCONNECTED ECOSYSTEM
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MANUFACTURING SYSTEM – ATTACK SURFACE

F. Maggi and M. Pogliani, Attacks on Smart Manufacturing Systems A Forward-looking Security Analysis, Trend Micro Whitepaper, 2020

F. Maggi, D. Quarta, M. Pogliani, M. Polino, A. M. Zanchettin, S. Zanero, Rogue Robots: Testing the Limits of an Industrial Robot’s Security, Trend Micro Whitepaper, 2017

https://documents.trendmicro.com/assets/white_papers/wp-attacks-on-smart-manufacturing-systems.pdf
https://maggi.cc/publication/maggi_robotswp_tr_2017/maggi_robotswp_tr_2017.pdf
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Risk = assets x threats x vulnerabilities

Considering security-related risk is fundamental for Industry 4.0 projects

Technical ControlsTechnical Controls Policy and ProceduresPolicy and Procedures
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BASIC SECURITY CONTROLS

S. Zanero, M. Pogliani et al., Il tema della Security per l’Industria 4.0, Osservatori Politecnico di Milano, 2019

https://www.osservatori.net/it_it/pubblicazioni/rapporti/industria-4-0-security
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• Standards are now explicitly considering security features

– Example: ISA/IEC 62443-4-2-2018

– Security for Industrial Automation and Control Systems: Technical Security 
Requirements for IACS Components

• Another example:

– ISO/TR 22100-4:2018 - Safety of machinery [...]: Guidance to machinery 
manufacturers for consideration of related IT-security

– December 2018

CYBERSECURITY STANDARDS
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IEC 62443: OVERVIEW
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IEC 62443: ZONES AND CONDUITS

http://www.kbintelligence.com/Medias/PDF/ISA_Doha_hauet.pdf

http://www.kbintelligence.com/Medias/PDF/ISA_Doha_hauet.pdf
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IEC 62443: SECURITY LEVELS

SL0 No requirement

SL1 Eavesdropping or casual exposure

SL2 Active attack Generic skills Low resources and motivation

SL3 Active attack IACS skills Moderate resources and motivation

SL4 Active attack IACS skills Extended resources and high 
motivation
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1. Identification and authentication control (IAC) 

2. Use control (UC)

3. System integrity (SI)

4. Data confidentiality (DC)

5. Restricted data flow (RDF) 

6. Timely response to events (TRE) 

7. Resource availability (RA)

IEC 62443: FOUNDATIONAL REQUIREMENTS
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IEC 62443: SECURITY REQUIREMENTS (EXAMPLE)

SL1 SL2 SL3 SL4

FR1 Identification and authentication control

SR1.1 Human user identification and authentication X X X X

RE1 Unique identification and authentication X X X

RE2 Multifactor authentication for untrusted networks X X

RE3 Multifactor authentication for all networks X

SR1.2 Software process and devide identification and authentication X X X

RE1 Unique identification and authentication X X

SR1.3 Account management X X X X

RE1 Unified account management X X

SR1.4 Identifier management X X X X

SR1.5 Authentication management X X X X

RE1 Hardware security for software process identity credentials X X

SR1.6 Wireless access management X X X X

RE1 Unique identification and authentication X X X

SR1.7 Strength of password-based authentication X X X X

RE1 Password generation and lifetime restrictions for human users X X
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Industrial cyber-physical systems are not isolated or air-gapped anymore.

• Threats: from casual “mass” attacks to very sophisticated targeted attacks.

• Assets: safety, production continuity, production outcome, IP

• Vulnerabilities:

– Security of devices and protocols used in Industry 4.0 is not (yet) on par 
with IT standards

– Patching problem

• Properly managing “OT” security is fundamental to maintain business 
requirements

– Technical controls, standards, governance

CONCLUSIONS
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QUESTIONS?

marcello.pogliani@polimi.it


