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Late 18*-19* century Beginning of 20* century 19705-2000s 2010 onward
Flrst Industrial revolutlon: Second Industrlal revolutlon: Third Industrlal revolutlon: Fourth Industrlal revolutlon:
Power generation ndustriglization Electronic sutormation Smart sutomation...and

exponential change

Source: Deloitte Insights, Industry £.0 ond manufactuning ecosystems: Exploring the world of conrected enterprizas
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La minaccia cyber per I'industria e sue Y
s W : it
attuali vulnerabilita

PN + Profitable
41T i

+ Frequent and
+ Organized + Sophisticated |} Severity

-> new technologies, skills, processes are
required continuously for risk mitigation



La minaccia cyber per 'industria e sue

L alcilntaabitita Y
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Overview

IT: PRINCIPALI MINACCE:
corp.network, WEB,
ERP, email ,file Corporate Enterprise External Public Furto di informazioni, danni
servers,collaboration ... Layer Access all’operativita del business,..
Industrial Layer
(0 ) I
PLC,HMI,SIS,DCS,
SCADA ...
Danni alla produzione, agli
impianti e possibili
Field devices conseguenze HSE,..
(sensori,attuatori..) Industrial Field Device Layer

Source : PWC 5
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La minaccia cyber per 'industria e
WES g, (6 sue attuali vulnerabilita A A?I(l_:
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« In OT gli attacchi sono principalmente di tipo cyber «ﬁs1c0g\‘

- Equipment overstress Product quality Safety

-  Safety limits violation Production rate Pollution
Operating costs Contractual treatles
Maintenance efforts

SOLvVAY



La minaccia cyber per I'industria e
w0 gue attuali vulnerabilita ANIE
Some new threats in progress:
- A.l.and M.L.
- Mobile devices
- Robotic and AGV
- Unsecure coding
- Multi-clouds environment
- Drones

- Digital & connection with

IT-loT-OT :
complexity & risk
are increasing ...

stakeholders JON9
~odnews S0 oot
0 ar0 ™ . oh0
9 cecent® %(e)ased s’xaf\\cc\)T Gemi\‘i)a\g{\oni r\
) : (€ e {Of ) \\
Turnover = +22% , ETS‘:) " QoaS\S‘ aCl f‘e\?\e mome“
Cyberattacks on loT = + 300% L €0t helS ry 3%t

Fonte : F-Secure
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Differenti priorita rispetto alla security Y
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L'ingresso del Safety e divenuto fattore
aggregante dell’lIT con I’OT per meglio
fronteggiare la minaccia Cyber..
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3-5 anni
Perdita dati/info

Accettato

Frequente/automatico

Standard
Ammesso ritardo

Protocolli std

N . Y
0 Principali differenze operative IT vs OT ANIE

CONFINDUSTRIA

10-20 anni
Vita,assets,ambiente
Non accettato
Raro/accurato
Prorietari

Real time

Protocolli prop. + std

S
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SAFETY IS
PARAMOUNT

As Safety is
paramount to ICS
clients, targeted
polymorphic malware
iS @ major concern in
2019-20 (Triton).

SECURITY NOT
DESIGNED

Security not designed
into ICS endpoints,
controllers, and
communication
protocols

OT SECURITY VULNERABILITIES

CONFINDUSTRIA

OUTDATED LEGACY
OPERATING
SYSTEMS

ICS devices are

running outdated

legacy Operating
Systems

VISIBILITY

Lack of Visibility

Lack of Control



IT vs OT — diverse prospettive e competenze :

:W m@ qualche raccomandazione preliminare per ANIE
favorirne la convergenza I~

@1k

- evitare di voler risolvere problemi OT che non si conoscono
- condividere i rischi cyber con OT ed indirizzarli per prevenirli

- policy,tools e procedure della sicurezza IT non vanno bene per la sicurezza
OT; sono tuttavia necessarie verifiche per evitare reciproche aree grigie o
sovrapposizioni all'interno del processo globale IT+OT oltre che possibili rischi

di inconsistenza ...

16 |



IT vs OT - diverse prospettive e competenze :

saemwes. @) qualche raccomandazione preliminare per ANIE
favorirne la convergenza I~

@OT :

- evitare soluzioni innovative ignare dei rischi cyber

- no alle reti “piatte”,ove tutti “vedono” tutto; segmentiamo e segreghiamo secondo
gli standard ISA99/IEC62443

- proteggere reti e sistemi di fabbrica con strumenti adeguati

- controllare periodicamente HW e SW per eventuali necessita di aggiornamenti
- aggiornare documentazione e back-up non sono perdite di tempo

- censire tutti i possibili accessi e proteggiamoli sistematicamente

17



La convergenza IT-OT e un processo: v

mocsencows, () : :
EEEEEEEEEEEEE ~emqualche suggerimento finale per ANIE
favorire la cooperazione a regime ..

@IT & OT :

. Comprendere il cyber risk “tollerato” definito dalla strategia aziendale
. Definire e condividere le politiche di cybersecurity e le architetture
. Concordare gli obiettivi/priorita/piano operativo comune
. Condividere/prevenire gli impatti reciproci delle attivita
. Rendere visibili tutte le componenti in gioco e verificare le competenze
. Lavorare per processo rispettando ruoli/responsabilita
. Dotarsi di tools adeguati ad uso trasversale (monitoraggio,work-flow,..)
. Definire regole di controllo, intercettazione anomalie ed azioni conseguenti
di tipo tecnico ed organizzativo (SOC,SIEM,Sonde OT, IRP,UEBA,..)
. Simulare scenari di crisi e relativa escalation,..

18
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-« Cyber acts.

Solvay’s Security Code

Ty COMIMS US 10 ensure WC
woducts, plamts, transport
. «yStems against security threats:

&

t principles that we strive o implemeant to continuously enhance

mansgement
security using 8 threst- and risk-based approsch to idenSfy. to assess snd sddress vuinersbilities. to
enhance response capabiites snd (o mantan snd mprove relatonships with ey stakeholders.

1.1 ip C

Solvay lesdership commits 1o CONtNUOUS Securnty
improvement through published policies. provision of
sufficient and Quaifed resources and estadlished

scoountability.
2. Analysis of Threats, Vulnerabilities and
Consequences.

procedures sre to be Socumented.

6. Training, Drills and Guidance.

As sppropriste. training. drills and guidance sre to
be proviced for empioyees. CoNtraciors. senice
providers. value chain panners snd others. to
enhsnce swareness snd capabiay.

7.C icat. . Dk
Exchange.
Communications. dislogue and informaSon
exchange ON appropnate secunty ISsues with
stakehoiders such ss employees. CONractorns.,
communites, cusiomears, suppliers, senvice provicers
and government officials and sgences is to be
mantaned. balanced with safeguards for senstve
infornmnation.

and Infor

9. Resp < y Incid
Significant security incidents sre to be evsiusted
r-sponq-d Q-

Periodicsily. our security programs and processes
and implementation of corrective actions are to be
audited. This may include third-party verificaton
where required.

11. Management of Change.

Changes invoiving people. products,
. or informa sSystems sre 1o
be evaluated for secunty which are to be
mansged f identfed
12. G 3 | nt

SOLVAY

e ——
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CRITICAL RISKS

LOow

MODERATE

5 types of impact
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DEVELOPED

Economic

ADVANCED

Thresholds Low Medium High Very High

(MEUR) X YY z

?;“"": IMPACT




L’ organizzazione della Governance per la Securty Y
poeaswess, () ANIE

together

Audit Committee

+
______________ |
l
| p= SECURITY BOARD
Il e Security
I Sl a —-; | Champion
: Director | CyberSec Ops Sec:flrlt\,.r :
I | c e Coordination I
1 Group : emmittes Working Group 1
: Security = 1
| | Travel Risk 1
: : Steering :
l_ Information __J Committee :
Risks & Security | Security -
| [ —— Functions

Internal Insurance
Audit Dept

Cyber Security

i l Risk Mgt ‘




CSOC - Cyber Security

Operations Committee

CONFINDUSTRIA




FEDERAZIONE NAZIONALE
AN’E IMPRESE ELEII'mmEcmcHE =
FEDERAZIONE ED ELETTRONICHE CONFINDUSTRIA

1.
Industry 4.0-background

La governance olistica
in Solvay

25

Agenda

La minaccia cyber per
’industria e sue attuali
vulnerabilita

S.

L’approccio per la
cybersecurity in Solvay

Differenze e
convergenza OT-IT

Il Security Profile
assessment

— un esempio di
benchmark in OT -

S

SOLVAY




L’ approccio per la cyber security in Solvay : RISK

FEDERAZIONE NAZIONALE
s 0
CONFINDUSTRIA

Source : PwC
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CRITICAL RISKS

DEVELOPED MODERATE Low

ADVANCED

Low X Medium

¥
ANIE
~

1
CORPORATE GOVERNANCE

5 types of
impact = |

tolvay SA
ividend policy 32 Intormation protection and cybe rek 61

Economlc TS




L’ approccio per la cyber security in Solvay : CONNECTION
ANIE sz ANIE

CONF NDUS'IRWA.

Cybersecurity Rating

Source : PwC

Ratings e @
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L’ approccio per la cyber security in Solvay: PEOPLE
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AMIE O ireesigens. (K
FEDERAZIONE CONFINDUSTRIA,

Technology People

Source : PwC
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GRATI

w P 7 <
Solvay employee Questionnaire Inteligence Identify risks Unique report

Uses macro data from You Based on the answers
Selects the next queson basedon

83
Digital and Information
Technologies

9 SOLVAY

‘asking more from chemistry®

— Questo messaggio & destinalo al'utente Antonio-Michele Giusting —

Buongiorno,

le ricordiamo che Ia formazione online training "Certificazione eSecurity” & obbligatoria per tutti i collaboratori di SOLVAY che abbiano accesso alla rete aziendale.
Ha ricevuto guesto messagaio perché il certificato conseguifo scadra tra 1 seftimana.

Senza certificazione, il sU0 accesso a Internat potrebbe essers sospeso 4 seftimane dopo |2 data di ricezione del presente messaggio. L'accesso sara nattivato non appena avra conseguito la
certificazione.

Per accedere al programma di certificazione, & sufficiente fare clic sul link sguente: Fare clic qui.

Grazie per |a partecipazione e per il contributo attivo alla sicurezza dei sistemi informativi di SOLVAY.

: Privacy Regulation it

Cyber espionage Provider risks

B Corinuty & 0. Recorery Men Repudatoral Needs defison & Mality
Development & integralion Dual use goods (EAR) Sourcing




L’ approccm per la cyber security in Solvay: TECHNOLOGY
ANIE
J~

Priorities

-

— .“

Intelligent Detection Platform

Intelligent detection platform that continuously

monitors every layer of the internet (data leak, _} l 3 =

hackers communication, sensitive code share, : sy
Technﬂfagy connected storage) Surface Web Deep Web & Dark Web Connected Storage

[ DR )

Source : PwC
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L’ approccio per la cyber security in Solvay: CRISIS
D Ems. W ANIE
J~

1. Model = ! 4. Dewvelop
| :n:lw.-rs-nr_hr | G-D-“ﬂ'l#m_ﬂ_ﬁ-uf& |

. Simulate ] [ 3. Evaluate attack's |

Source : PwC
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L approccm per la cyber security in Solvay: PRIORITIES v
J~

Com pllance overview
Applicable Today

(& KPI i

% KEY PERFORMANCE INDICATOR |

OBJECTIVE ~ MEASUREMENT OPTIMIZATION  STRATEGY PEHFﬂHMiHﬂ EVALUATION

S,

EU —Dual Use Goods
Source : PwC Export Regulations = 3

China Export
National Regulstion
South-Korea Export
INational Regulstion
Controlled Unclassified
DFARS Regulation Information
National Regulstion

31
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Source : PwC
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roceio per la cyber security in Solvay: REPORT FI

1 Main risks

The Group Risk Commitiee Ras assessed Group rivies” impact and
hevel of contrel. Four main types of impact were used: soonoem
L T Impace on |H0ql|l| ||fI|HI| O Ve Gnmen snod II|IPM| on
L]

Thie level of comtiol of this risks Was assessed by consideing thi
folowing question

Are Lhe mitigating/ controfling actions defined®
arg the actions Implemented. fully of pastially ?

= 15 Uhi ffeOINVENELE of INOSE BUONS Monilored?

Criticality | Risk
mnovation failuie

High Tran=port accident

imformation arotection and cber-rize

Edh of these Ciibeis Ras Deen rated on a four el scale

The criticality refes hw cornbination af both ratings (smpact and
vl af contrall of tha fisk at the pme of the assessmant

Inthe chaet herealter Uhe rend reflects the syok
taking imbo accoun the implementation of mi
200

ality
Ny acrions in

zfd-,u;

Information protection and cyber risk \y

NARE

SERVIZI INTEGRATI
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RS W Il Security Profile assessment: S

king more from chemistry™

- 2 possibili coordinate - I~

1) : e l'efficacia dellasnoestra architettura di Sicurezza rispetto ai
requisiti richiesti per il livello di minaccia da cui ci si vuole difendere :

SL1 (58 requirements)-> errore operativo inconsapevole da parte di un collaboratore distratto,

SL2 (87 requirements) -> minaccia intenzionale e criminale non sofisticata da parte di un hacker
SL3 (118 requirements)-> minaccia intenzionale criminale e sofisticata da parte di organizzazioni
hactivist e terroristiche

SL4 (128 requirements)-> minaccia intenzionale da parte di organizzazioni criminali che mettono in
difficolta le infratrutture e i servizi di un intero paese fino ad immaginare una guerra Cyber

2) : é I'efficacia della fase operativa-gestionale rispetto alle
best practices di ciascuna delle 10 aree che chiede di investigare ( dal Risk Management al Cyber
Security Program Management) :

MLO -> NOT Performed (assenza di practices)
ML1 -> Initiated (alcune practices documentate)
ML2-> Performed (practices documentate shakeholders coinvolti,processi supportatl,gmde lines)




Security Profile assessment X
CMED Fegesse. W y ANIE

-1l Maturity Level (MILO-3) secondo C2M2 :

-Risk Management

-Asset,change and configuration management
-Identity and access management

-Threat and vulnerability management

-Situational awareness

-Information sharing and communications

-Event and incident response, continuity of operations
-Supply chain and external dependencies management
-Workforce management

-Cyber security program management




Security Profile assessment

gowocumw:, (i) 3 '
e wnen - @gempio di un OT benchmark - M)E

2018/19 - Tra i 5 Cyber Security Services leaders contattati, si riscontrano ancora :
» Pochi audits realizzati in OT (sono quast tutti in IT)
* Ancor meno i case studies utili ad un benchmark OT significativo .
Un esempio reale di un DB di un leader tra i piu significativi (*) :

,,..‘3 o= < p - g . 5

=

< 10 " 12
st | Comprende circa 50

s p—— y’ audits OT w-w !
> | ki

1 2 3 4
s

Q;o ) ML 1 u@z- MIL3

36 ‘( ¥) Non comprende dati riconducibili al Security Profile di Solvay
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and

i) The gap between cyber awareness ,4/\7{[5

CONFIN

cyber prepardness (source PwC — ref. 2018) N

The gap between cyber awareness and
cyber preparedness persists

62% of organisations expect cyber risk to Yet 74% of organisations have low or no
cause disruption in the next three years cyber risk maturicy

Source: PwC Source: PwC
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La miglior difesa e grazie alle nostre persone...
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Grazie

per I’attenzione




