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How deep is your OT
protection?

La protezione di ICS e SCADA ¢ solo un
problema teorico dell'lT o una vera criticita che
impatta sulla business continuity, sino a che
punto si deve sviluppare?

Mario Testino meng, EmBA
Chief Operating Officer

ServiTecno
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Level 4 4 - Establishing the basic plant schedule -
production, material use, delivery, and i
shipping. Determining inventory levels. i

Business Planning
& Logistics

Plant Production Scheduling,

Operational Management, etc Time Frame

Level 3 3 - Work flow / recipe control to produce the\i

desired end products. Maintaining records
and optimizing the production process. '
ime Frame e
Days, Shifts, hours, minutes, seconds

Manufacturing

Operations Management

Dispatching Production, Detailed Production
cheduling, Reliability Assurance, .

2 - Monitoring, supervisory control and
automated control of the production process

Discrete
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Continuous
Control

Batch
Control

bduction process
i Level O \ juction process
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Level 4 .
Business

& Logistics
Plant Production Scheduling,
Operational Management, etc

4 - Establishing the basic plant schedule -
production, material use, delivery, and
shipping. Determining inventory levels.
Time Frame

Months, weeks, days ;

Planning

Manufacturing

Operations Management
Dispatching Production, Detailed Production
cheduling, Reliability Assurance, .

3 - Work flow / recipe control to produce the
desired end products. Maintaining records
and optimizing the production process.

ime Frame
Days, Shifts, hours, minutes, seconds

Control

Continuous
Control

2 - Monitoring, supervisory control and
automated control of the production  Jcess

Discrete
Control

i-:-Sensing the production process,
manipulating the production process

Cos’e IT e cos’e OT

4
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ERP

Pla?mng (Enterprise Resource
evel x
Planning)
MES
Execution (Manufacturing
Level Execution System)
SCADA
. (Supervisory Control and
Supervisory Data Acquisition)
Level S —
DCS
(Distributed Control
System)
ontrol
Level !
PLC
(Programmable Logic
Controller)
ms seconds hours days weeks month  years -



IT vs OT paradigmi differenti
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| Tutti i sistemi di automazione,
controllo, supervisione,
storicizzazione, misura, analisi real-

Tutti gli standard informatici time di impianti, linee, macchine ein

aziendali: generale del processo produttivo:
PLC
DCS
CNC

SCADA
CONNECTIVITY & Robot
PROCESS SYNCRONIZATION Historian
CYBER SECURITY :
BUSINESS CONTINUITY iiﬂf :tr(',ri
VERSIONING
ANALITYCS & REALTIME ANALISYS

Web,

Networking,

Cloud,

Gestionale (ERP, MRP, MES)
Cyber Security

Operational
Technology Yeel\%3XI3PZY Technology
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CANED Esmmmss. 10 La «Fisica» del Controllore (PLC) A’}’E

e dei Protocolli di Comunicazione
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%“*P?féﬁﬁﬁﬁf“”““ . Protocol DPI (Deep Packet Inspection) A’\)’E

Function type Function name

Physical Discrete Inputs Read Discrete Inputs

DeeP Packet lnspectlon Bit access Read Coils
g(l)ticle:nal Bits or Physical Write Single Coil
‘Write Multiple Coils

Deep Packet Inspection
[ | Physical Input Registers Read Input Registers

IP TCP Application Data Read Multiple Holding

| | Registers
Data

Traditional Packet Analysis Access Write Single Holding Register

16-bit access

Internal Registers or Write Multiple Holding
Physical Output Registers |Registers

Read/Write Multiple
Registers

Mask Write Register
Read FIFO Queue
Read File Record
Write File Record

odbus

File Record Access




Attacchi e Incidenti informatici
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Non ho mai avuto problemi!  /&&%® ... e — — — —
Quindi sono a posto...o no?
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connection

Plant DMZ Network

SCADASDCS Network

Insecure
Wireless

«

‘ | { ‘ | ¢ - Maodified Infected
5

= PLC logic Laptop:
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ISA-62443-11

Terminolegy,

concepts and medels

A
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ISA-TR62443-1-2

Master glossary of
terms and abbreviations

Requirements for an
IACS secunty
management system

Policies &
procedures

ISA-TR62443-2-2

Implemantation guidance
for an IACS secunty
management system

ISA-TR62443-31

Security technologies
for IACS

Security levels for
zones and conduits

ISA-62443-4-2

Product development
requirements

Technical security
requirements for IACS
components

ISA-62443-1-3

System secunty
compliance metrics

ISA-TR62443-14

IACS security
lifecycle and use-case

ISA-TR62443-2-3

Patch management in
the IACS environment

ISA-62443-3-3

System secunty

requirements and
security levels

ISA-62443-24
Instaliation and
maintenance
requirements for IACS
suppliers

riferimento: IEC 62443 (ISA99) A/\)Iif
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IEC 62443 Architettura di sicurezzalogica Y

(Zones & Conduits)

(Enterprise
Network

(C D)

k Enterprise WLAN

E-Commerce

¥
&

Enterprise
Infrastructure

File Server

Enterprise Firewall
Waeb Server

¥

Conduit

= e

Local

»tch

Field Devices

( i Terminal Services / Inventory
l n d UStrl.a II Data Historian Mirror Router/ Management \
Enterprise @ Firewall g
™ i
DMZ : =0
3 Mgnaged
Domain Controller, Anti-Virus, O Siciies) Manufacturing Execution
\ Patch Management (_"o(\6 System (MES) J
W a i
( Industrial s imciustria\\
Network #1 % Router/ S Router/ Network #2
Firewall % Firewall

PLC Local
ST
HMI
| | J é
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(VLAN/DMZ)

Sugen Seaon

Ny R ol o
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Enterprise
Control . m m <8
Network . : 7

e
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Manufacturing ___—— . e 'o\ Perimeter
Operations @ % % m Control
Network == 2 = - Network
Process
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Network -
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System
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External
Mobile
IT Firewall Workers

traditional firewall

Workers 4-CLOUD
Level
Servers and 3- Gateway
Databases
SR __y Level

Data Historian
DMZ

EDGE

Real-Time

Plant :
Web P |
sbFora Historian MES

Switch

2 - Plant
Level

Plant or

Ethernet Field I/O
SCADA LAN

and Controllers

Control Room Switch Devi
Consoles or pLC 1 - Device
HMI Stations Switch m' Level

PLC
Engineering -
Workstation /O Servers Ethernet VO
(UNIX or (polling 1O) Devices
Windows)

Ethernet TCP/IP
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Sistema di Telecontrollo

SOFTWARE DI SUPERVISIONE

4

Criticita dei punti di Convergenza a\je

/

Sistema di rete azienda produttiva

-

Enterprise Zone

Punto di Contatto

P [ Laptop domputer  Warkdtation WM ame Serfer (Corporate Headquarters)
L Punto di Contatto
) perimetrale
WAN-LAN [\
y 4 INTERNET Plant A Zone Plant A Zone

T
|

Punto di

=
Rojter

Edge-Cloud

Contatto
IT vs OT

Laptop %nmputer

Filerint App Data
Server Sewer  Server

=
! Rofer
Laptop damputer y.

FilfPrint App Dala
Sever Server  Sarver

Plant A Control Zone

Punto di Contatto
Rete Supervisione
vs Rete di Processo

$Edge
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ciclo virtuoso

Asset Management
OT Risk Assessment
OT Vulnerability Detection

Identificare

Awareness & Training
Proteggere Maintenance
OT Air Gap
OT Firewall
OT Access

OT Analysis Rispondere Percepire OT Anomaly Detection
OT Mitigation plan OT Continuous Monitoring &
OT Improvements Event Notification (to SIEM & SOC)
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Layered Security (NIST)

Identify (Asset Inventory & Intelligence)

Assess (Vulnerability & Remediation)

Level 4
IT Network

Level 3
Operations

Level 2
Process Network

Assessment & Visibility
Detect (Anomaly & Threats)

Act (Dashboard Alerts, Highlights & Notification)

Access On Site (VPN, High granular access policies)
Protection OT Segmentation (self configuration, DPI)
AirGap bridge

Data Tunneling (OPC DA/UA, Modbus)

Level 1
Control Network

Data Bridge (OPC DA<->UA, OPC DA/UA<->Modbus)
Secure Streaming of

Data Gateway (OPC DA/UA, ModBus, MQTT)
Data

Data Logging (OPC DA/UA, Modbus to SQL)

Level 0
Field Network

Cloud Secure Streaming (VPN)
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Layered Security (Esempio)

STEP .
ID check / Physical inspection
Perimeter protection 0 1

Last line of defense

e O |

7’
&
&
STEP
" 4
02 Only ticketed Passengers
. allowed on board
Segmentation (Authentication /
a a Authorization enforcement)

STEP
03 Reinforced, locked cockpit door

Last line of defense / Endpoint protection
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Livello SLA Uptime [%] | Tempo annuo di Dowtime (Fermo)

99 3 giorni 15h 39m 29.5s
99.9 8h 45m 57.0s
99.99 52m 35.7S
99.999 5m 15.6s

99.9999 31.6s

Continuita Operativa di Servizio (SLA)

s Sito Web
= PC Office

-

= Server Fault Tolerant

ANIE



La piramide della Disponibilita
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RTO =0
RFQ =0

Contfinuous Availability - System Fault Tolerance
No user inferrupfion

High Availability — Clustering RTO =<T-4hrs

Minimal & brief user interruption RPO =1 hr
Recovery — Data Replication & Failover RTO =1 day
User interruption RPO =1 day

v

Reliability — Hot-swappable components

All service stops RTO = days
RFO =1 day
Unprotected Servers _
All service sfops RTO = days
RPO =1 day
—

Il Recovery Time Objective (RTO) e il tempo necessario per il pieno recupero dell'operativita di un
sistema. E in pratica la massima durata, prevista o tollerata, del downtime occorso.

Il Recovery Point Objective (RPO) & uno dei parametri usati nell'ambito delle politiche di disaster recovery
per descrivere la tolleranza ai guasti di un sistema informatico. Esso rappresenta il massimo tempo che
intercorre tra la produzione di un dato e la sua messa in sicurezza (ad esempio attraverso backup) e,
conseguentemente, fornisce la misura della massima quantita di dati che il sistema puo perdere a causa di
guasto improwviso.



http://it.wikipedia.org/wiki/Downtime
http://it.wikipedia.org/wiki/Disaster_recovery
http://it.wikipedia.org/wiki/Sistema_(informatica)
http://it.wikipedia.org/wiki/Backup
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Application Logic from Current (Revision: 13)
Condition: WhilsRunning

Trigger lntarval: 108ms

Application Logic from Current (Revision: 12)
Cendition: WhileRunning
Trigger Intarval: 100ms

IF Counter == ¢ THEN IF Couster = § TEEN

IF Stepl == © THEN
H1stTrens. Chartienymn = 152
HistTrend. ChartStars
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Domande?
mtestino@servitecno.it



