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L'IEC 62443 come traccia di riferimento per gestire il ciclo di vita Cyber

Il modello proposto:
* Assessment

* Implementazione
* Manutenzione

* Operation

* Gli accessi remoti
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TOp 10 Threats 2020* (before Covid-19 crisis)

______ ____ _Rank | ___Trend | 2019

Cyber incidents (e.g. cyber crime, IT failure/outage, data breaches,
fines and penalties)
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Business interruption (incl. supply chain disruption)

Changes in legislation and regulation (e.g. trade wars and tariffs,
economic sanctions, protectionism, Brexit, Euro-zone
disintegration)

Natural catastrophes (e.g. storm, flood, earthquake)1

Market developments (e.g. volatility, intensified competition/new
entrants, M&A, market stagnation, market fluctuation)

Fire, explosion
Climate change/increasing volatility of weather

Loss of reputation or brand value

New technologies (e.g. impact of artificial intelligence,
autonomous vehicles, 3D printing, Internet of Things,
nanotechnology, blockchain)

Macroeconomic developments (e.g. monetary policies, austerity
programs, commodity price increase, deflation, inflation)

*Source: Allianz () Risk barometer 2020
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Proposta di valore della cybersecurity

Supporta la ? Proteggere
sicurezza per |l l'immagine e la

personale e reputazione
I'ambiente aziendali

Garantire la i? _ -
conformita agli Garantire la continuita
standard operativa aziendale

0

Protegge le risorse digital @ Fattore chiave per
critiche (IP) I'abilitazione delle

00O . .
@ m soluzioni lloT

Riduce i rischi per la | |spira la fiducia dei
sicurezza clienti

informatica é
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Concetti chiave: Data Privacy e Cybersecurity

a8 o
— Che cos'e la data privacy? B — Che cos’é la cybersecurity? e

*Data privacy si riferisce ai requisiti di Cybersecurity e 'arte di proteggere in modo

protezione stabiliti per la manipolazione, la sicuro reti, dispositivi, programmi & dati da

I'integrita e la disponibilita di informazioni.

@ GDPR [SO 27001 @ NIS IEC62443, NIST, NERC
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External

Standard aplicabili in IACS

1ISO 27001
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Source: Recommended
Practices: Improving Industrial
Control System Cyber security
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Strategies from Department of
Homeland Security

Confidential Property of Schneider Electric

1 VPN Access | |memes

£ -
RANMLEA LA RN

External CS Web

]
i e e
Corporate LAN 1

Data
quisitio

: Server Server Historian Server
BCUS'”eSS an @ee) (eee) (sw9)
omms
Server
(X X ;|_/ ;|_/ ~_|_/ I
Control System LAN
sSuppol —
(XX}
Control - LdLd
Zone o — HMI
RTU/PLC Field Delide = ==+ 1 Primary J:l Control Room
Locations Firewall 't P Historian Workstations
Sensors and
Actuators

Safety Zone

<= ' Instrument

afet

Systems

Bl EC 61508/615]

e —

SERVIZI INTEGRAT!

Schneider



FEDERAZIONE NAZIONALE
IMPRESE ELETTROTECNICHE b
FEQERAZIONE ED ELETTROMICHE CONFINDUSTRIA

SERVIZI INTEGRAT!

EN ISA99/IEC62443: A systematic approach to
cybersecurity

ISA-TRE2443-1-2

(TR) ISA-62443-1-3 ISA-TRE2443-1-4

13 Publications:

Master glossary of System security |ACS security life-cycle
terms and sbbrevistions conformance metrics and use-cases

7 Standard :

ISA-62443-21

of E ISA-62443-2-4
=
Requirements for an
IACS security
management system
-

Implementation guidance
for an IACS security
management system

Patch management in
the LACS environment

Requirements for |ACS

solution suppliers

6 Technical Reports <

g ™y
1SA-62443-3-2 15A-62443-3-3
]
% Security technelogies Security risk assessment System se;:umyd
far 1ACS d tern desi requirements an
ar and syste esign .
a security levels
o ‘ s

I1SA-52443-4-1

Technical security
reqguirements far |ACS

Praduct development
requirements

é‘ Published / In develapment v Planned

Status
Key

FPublished {under review) & Cut for comment/vote
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Un approccio sistematico alla cibersecurity
Adattato da IEC62443-1-1

Perform risk and threat
Start assessment and gap analysis

Determine appropriate security
level settings

La cybersecurity e un ciclo di vita cstabis Zores and
non un percorsoda "A a B”

Oil and Gas

WwWWwW
MMM
— - F&B - .
Conduct periodic vulnerability Energy Design zones and conduits to
assessments Utility meet target SLs

Pharma

Test and Deploy patches \/ Validate and Test

Implement additional Determine the achieved
security measures SL

<
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Assess

| rischi e le
minacce
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Cyber Security Risk Assessment I~

Risk Analysis Risk Reduction

1. Definire la
metodologia del
rischio

2. ldentificare gli 3. ldentificare e 4. Ridurre i rischi 5. Documentare |
elementi principali valutare le progettando risultati nel
minacce, l'impatto adeguate registro dei rischi
e la probabilita contromisure

Prima di proteggere I'lCS dobbiamo sapere con cosa abbiamo a che fare Sl U plano per gf_frontare el

Ogni valutazione deve essere specifica per sito
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Processo per il Cybersecurity Risk assessment

7(

Identificare 1 sistemi da
considerare (SuC)

Condurre un Cybersecurity
Risk Assessment di alto
livello

Suddividere il SuC in Zone e conduits

Condurre un Cybersecurity Risk
Assessment di dettaglio

Documentare i requisiti di
sicurezza, le ipotesi e i
vincoli



Conoscere il rischio

pmewens, (] . S
SO RETR CONFiNDUSTRIA Risk assessment di alto livello

 Identificare gli assets critici

e Determinare le Minacce reali

Identificare le Vulnerabilita esistenti
 Capire le Conseguenze di una compromissione

e Valutare l'efficacia della contromisure esistenti

Individuare e definire le politiche di gestione dei rischi:

evitare, mitigare, trasferire, accettare
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Gestione dei Rischi non accettabili

Sviluppare un piano per gestire i rischi non accettabili

e Valutare le contromisure esistenti

Individuare ulteriori contromisure

Individuare cambiamenti a policy&procedures

 Prioritizzare gli upgrade (sulla base dei sui rischi individuati)

Valutare 1 costi e le complessita vs efficacia

ANIE
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Diagramma Costi-Sicurezza

— Probabile costo dei danni cyber — Costo delle misure di cybersecurity

v

1 2 3 4
Security Level
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Qb= %, Come gestire un Assessment

Analisi del rischio di dettaglio

Sviluppare un piano per gestire i rischi non accettabili

e Valutare le contromisure esistenti

Individuare ulteriori contromisure

Individuare cambiamenti a policy&procedures

Prioritizzare gli upgrade (sulla base dei sui rischi individuati)

Valutare i costi e le complessita vs efficacia
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Zone

Manufacturing facility

Zones applied as result of risk and threat assessment

Schneider



Quali sono i differenti tipi di
Vulnerability Assessment?



Tipi di Vulnerability Assessment

Assessment di “alto livello” (GAP Analysis)
Assessment di tipo “ATTIVO”

Assessment di tipo “"PASSIVO”

Penetration Test
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Quali sono le differenze tra Assessment Passivi ed Attivi?

Assessment passivi:

I devices e hosts di rete OT vengono individuati e descritti utilizzando
Sistemi di lettura e mappatura del traffico, in grado di rilevare i
devices e le eventuali vulnerabilita, senza interferire con il traffico di
rete. L’assessment si completa con la raccolta documentale

Assessment attivi:

vengono utilizzati tools di scanning, introducendo traffico sulla rete

per interrogare 1 devices e ricavare la mappa della rete, dei suoi
componenenti ed eventuali vulnerabilita.
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Quali le differenze tra Vulnerability Assessment e Penetration test?

Vulnerability assessment

« Definiscono, identificano e classificano le vulnerabilita
 Identificano punti di debolezza

* Producono un report su quanto scoperto

Penetration Test

« Sfruttano le vulnerabilita

« Tentano di ottenere ’accesso(non autorizzato) a reti e sistemi

« Usano tools aggressivi e tecniche di attacco per penetrare nel Sistema.
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Tecniche passive piu’ usate
Packet capturing;:
Identifica chi parla con chi
Identifica I protocolli nella rete
Intercetta traffico inatteso o non previsto
Riconosce messaggi con “payload” in chiaro

Consente di definire una “baseline” di traffico lecito



Documentare Requisiti, Assumptions e Vincoli

Deve essere creato un documento CRS (Cybersecurity Requirements
Specification) per documentare i requisiti generali di sicurezza.

Un CRS deve includere:

 Descrizione dei SuC

Vincoli per I'ambiente operativo oltre a criteri e standard aziendali
« Minacce individuate

Requisiti di sicurezza obbligatori

Rischio tollerabile e

* Requisiti normativi
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Attacchi Cyber sono basati sui principi di “Guerra asimmetrica”

Danni significativi
comparati ai mezzi limitati

Mezzi sbilanciati
Spazio e tempo dilatati

"4

Protezioni costose, distribuite e sofisticate
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Chi sono le minacce?

HACKTIVISM INSIDER ESPIONAGE TERRORISM WARFARE
v AR \
— i 3 on,
< P, H\ W
= R * < ," -
h - | '/l: |

=y ! : S ——

= Hactivists usano Individui e sofisticate Insiders rubano Organizzazioni Gruppi terroristici Organizzazioni
= computer e reti organizzazioni informazioni e per nemiche conducono sabotano i sistemi nemiche sabotano i
| per promuovere criminali rubano ragioni personali, intrusioni informatiche ~ informatici che sistemi di infrastrutture
g le loro idee politiche informazioni personali  finanziarie ed per rubare segreti di gestiscono le nostre militari e critici per
e e sociall e fannno estorsioni ideologiche. stato e informazioni infrastrutture critiche ottenere un vantaggio
o per soldi. proprietarie da societa ~ come la rete elettrica. in caso di conflitto.
- private

I I §
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IEC 62443.3.3 Security Level (SL) /~

MNatlon-state,
cyber terrorism

Extended
Resources

Cyber terrorism,
hacktivists

Moderate
Resources
Cyber crime,

Sophisticated hackers

Means

High
Motivation

histicated
Sop Low

Means

Moderate
Motivation

Specific Specific Employee
ICS Skills ICS Skills eﬁw'-*;
o
Confidential Property of Schneider Electric SChnelder

aEIectric
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ISA99/IEC62443 3-3 Security Levels (SL)

. . Y
<> Foundational Requirements ANIE

IAC: Identification and Authentication Control (13 sys. requirements)

SL-T Ta rget - desiderato UC: Use Control (12 system requirements)

DI: Data Integrity (9 system requirements)

SL-A Achieved - esistente DC: Data Confidentiality (3 system requirements)

RDF: Restrict Data Flow (2 system requirements)

SL-C Capability - componenti
TRE: Timely Response to Event (2 system requirements)
RA: Resource availability (8 system requirements)

Schneider

Confidential Property of Schneider Electric 49 SR 0 Elacerie
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Soluzioni Cybersecurity — Level 3 (SL-3)

© QS

Protect Detect Respond
* Authentication, * Endpoint protection  Security Information & » Backup / Disaster
Authorization, anti-virus, anti-malware, Event Management Recovery
Accounting - DLP, HIPS, whitelisting (SIEM)
) Multl-Fa_ctor  Central Device Control . NetV\_/ork performance
Authentication monitoring
* Network Segmentation » CI/RIg Procaigy « Anomaly Detection

Patch Management * Intrusion Detection

(NIPS)
« SOC/NOC

* Secure Remote Access

 Physical Security

Confidential Property of Schneider Electric |



Componenti certificati EDSA / SDLA
ANIE D Breessense () ANIE

IEC 62443 CONFORMANCE CERTIFICATION HOME 4BOUTUS. CONTAET  scarch. =2
ISASecure: Certifying Industrial Control System Devices and Systems @ GE Imagination atwork  DIGITAL PREDIX PLATFORM PRODUCTS SERVICES INDUSTRIES 10T INSIGHTS cEBUsiNEssEs @) Q

CERTIFICATI

Home » EndUsers n n m Product Schneider Electric

+  Achilles Practices Certified

BLOG  CERTIFICATION BODIES ~ ENDUSERS  LEARNING CENTER ~ NEWS/EVENTS  SUPPLIERS  TESTTOOLS JOIN NOW SIGN IN

ISASecure Certified Development Organizations \
Solutions Achilles Level 2 Certification Achilles Level 1 Certification

Supplier's SOL Methodology ISASecure SDLA VersionlLevel | cope B Achilles Communications
lEmERIED A DEEREE L) Certified Products Achilles Level 2 Certification

Company Logo | Company Name & Cerfified Location

P Honeywell Process Solutions | Phoenix, AZ, USA Standard HPS Herative Process (HIP) | SDLA Version 1 Level 1 inEm0s Achilles Level 2 Certification is the successor to Level 1. It employs more tests, Denial of Service tests at higher link rates, and more pass/fail

ABB requirements. The tests and pass/fail requirements for Level 2 are a superset of Level 1, so a device that achieves Level 2 certification also

BEDROCK AUTOMATION meets the requirements for Level 1.
PLATFORMS, INC

BEIJING HOLLYSYS INTELLIGENT
TECHNOLOGIES CO. LTD.

DIGITAL ELECTRONICS
CORPORATION

s‘ﬂ%ﬁm[ Schneider Electric Foxbaro, MA, USA SDL SDLA Version 1 Level 1 8/102015

Below is a listing of Schneider Electric devices that have achieved the Achilles® Level 2 Certification:

Schneider Schneider Electric Worthing, UK SDL SDLA Version 1 Level 1 81102015 EATON (COOPER POWER]
EMERSON PROCESS MANAGEMENT Embedded Devices
GE
HIMA
Schneider Schneider Electric Hyderabad, India sbL SDLA Version 1 Level 1 81012015 HONEVWELL
ICS TRIPLEX
INVENSYS
KONGSBERG
Scl ider Schneider Electric Lake Forest, CA SDL SDLA Version 1 Level 1 10/1/2016 MATRIKON OPC

Eleceric

Company: Schneider Electric

Device Name: Altivar Process 340 Series

Model Number: ATV340UxxN4 (xx=07,15,22,30,40,55,75)
ATV340UxxN4E (x¢=07,15,22,30,40,55,75)
ATV340DxxN4 (xx=11,15,18,22)
ATV340DxxN4E (xx=11,15,18,22,30,37,45,55,75)

MENTOR GRAPHICS

MITSUBISHI ELECTRIC
CORPORATION

*E’%ﬁ'ﬁ‘?’ Schneider Elsctric Calgary, AB Canada ~ SDL SDLA Version 1 Level 2 111/2016 ISI\TCINKAWA SENSOR TECHNOLOGY,

SCHNEIDER ELECTRIC Date Of Certification:  September 2016

SENSUS Hardware Version: PCBA Version AEV81534 / 81538

http://isasecure.org/en-US/End-Users/ISASecure-Certified-Development-Organizations https://www.ge.com/digital/services/certifications/achilles-communications-certified-products/schneider-electric-certified-
products

Confidential Property of Schneider Electric |
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Situazione piu’ diffusa
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3" Party Technicians

Server

Gestire gli accessi remoti

Remote Employees

O

Remote Employees

P}

Historian

Situazione in sicurezza

I
[ re
-
K

Valve Drill

HTTPS i HTTPS
S
1 ]I 1 DMZ Firewall
1 1
I I
——+17 Firewall
1 1 1)
Server di sito
HTTP/HTTPS
HMI Engineering
= Workstation
i
I PLC

-

5 ¥

Valve Drill

Control

Monitor

Audit

SERVIZI INTEGRAT!

Funzioni base

Rule based access control (IAC)
Vault Passwords (DC)

+ Manually approve remote connections (UC)

Segregated and securest access control (RDF)

Session recording (UC)
“Red Button” for immediate session termination
(o)

+ Integrated audio/video recording (UC)




Mantenere
I piu alti livelli di

protezione cyber
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T MANUTENZIONE: non risparmiare

COMNFINDUSTRIA SERVIZI INTEGRATI

Bronze

Confidential Property of Schneider Electric
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COMNFINDUSTRIA SERVIZI INTEGRATI

Approccio a un progetto di sicurezza informatica
O

Ciclo di vita operativo oo | L

Processi

]

Technologie

Persone

Implementation Maintenance Monitoring

System Upgrades Firewall Security

S‘ZC“;'Z::::ZES Device Mgmt.
- Unified Threat Mgmt.

_ Training NIPS Device Security
Incident Response
Mgmt.

Penetration Testing SIEM Security Device

By Project Recurrent

\ Security |:> Security |:> Security |:> Advanced
Awareness Engineer Administrator Expert

Training
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GRAZIE PER L'ATTENZIONE

Umberto Cattaneo
PMP, Sec+, ISA99/IEC62443 Specialist

Umberto.Cattaneo@se.com

Mobile:+39 3355821626
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