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Late 18*-19* century Beginning of 20* century 19705-2000s 2010 onward
Flrst Industrlal revolution: Second Industrlal revolution: Third Industrial revolutlon: Fourth Industrlal revolution:
Power generation ndustrialization Electronic automation Smart automation...and

exponential change
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La minaccia cyber per I’industria e sue C—
CONFINDUSTRIA attuali Vulnerabiliti\l [ 1 / 4] Anie Servi.
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-> new technologies, skills, processes are
required continuously for risk mitigation




La minaccia cyber per I'industria e sue
WES s, ) attuali vulnerabilita [2/4]
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IT: PRINCIPALI MINACCE:

corp.network, WEB,
ERP, email ,(file Corporate Enterprise External Public Furto di informazioni, danni
servers,collaboration ... Layer Access all’operativita del business,..

Industrial Layer

OT:
PLC,HMI,SIS,DCS,

SCADA ...
Danni alla produzione, agli
impianti e possibili

Field devices conseguenze HSE,..
(sensori,attuatori..) Industrial Field Device Layer

Source : PWC 5
/
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La minaccia cyber per 'industria e
FEDERAZIONE NAZIONALE w Sue attuali Vulnerabilité [3/4]
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- Equipment overstress Product quality

- Safety limits violation Production rate Pollution

Operating costs Contractual treatles
Maintenance efforts
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Some new threats in progress:
- A.l.and M.L.

- Mobile devices

- Robotic and AGV

- Unsecure coding

- Multi-clouds environment

- Drones

- Digital & connection with
stakeholders

IT-IoT-OT
complexity & risk
are increasing ...

.Customer demands fast solutlon ar 1~ e:
-> |oT producer/vendor priorit*° \} p\ T
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Differenti priorita rispetto alla security

—
SAFETY

L'ingresso del Safety e divenuto fattore
aggregante dell’IT con I’OT per meglio
fronteggiare la minaccia Cyber..
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CICLO DI VITA

g Principali differenze operative IT vs OT
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3-5 anni

Perdita dati/info
Accettato
Frequente/automatico
Standard

Ammesso ritardo

Protocolli std

10-20 anni
Vita,assets,ambiente
Non accettato
Raro/accurato
Prorietari

Real time

Protocolli prop. + std

S
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As Safety is
paramount to ICS
clients, targeted
polymorphic malware
IS @ major concern in
2019 (Triton).

SECURITY NOT
DESIGNED

Security not designed
into ICS endpoints,
controllers, and
communication
protocols
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VISIBILITY

ICS devices are

running outdated

legacy Operating
Systems

Lack of Visibility

Lack of Control



IT vs OT — diverse prospettive e competenze :
AME sz 8 qualche raccomandazione preliminare per
favorirne la convergenza [1/2]

@IT:

- evitare di voler risolvere problemi OT che non si conoscono
- condividere i rischi cyber con OT ed indirizzarli per prevenirli
- policy,tools e procedure della sicurezza IT non vanno bene per la sicurezza

OT,; sono tuttavia necessarie verifiche per evitare reciproche aree grigie o
sovrapposizioni all'interno del processo globale IT+OT oltre che possibili rischi

di inconsistenza ...
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IT vs OT — diverse prospettive e competenze :
AMIE seswanz. . () qualche raccomandazione preliminare per £ s Y

FEDERAZIONE COMFINDUSTRIA

favorirne la convergenza [2/2]

@OT :

- evitare soluzioni innovative ignare dei rischi cyber
- no alle reti “piatte”,ove tutti “vedono” tutto; segmentiamo e segreghiamo secondo

gli standard ISA99/IEC62443

- proteggere reti e sistemi di fabbrica con strumenti adeguati

- controllare periodicamente HW e SW per eventuali necessita di aggiornamenti
- aggiornare documentazione e back-up non sono perdite di tempo

- censire tutti i possibili accessi e proteggiamoli sistematicamente

=~ oo /
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@IT & OT:

. Comprendere il cyber risk “tollerato” definito dalla strategia aziendale
. Definire e condividere le politiche di cybersecurity e le architetture
. Concordare gli obiettivi/priorita/piano operativo comune
. Condividere/prevenire gli impatti reciproci delle attivita
. Rendere visibili tutte le componenti in gioco e verificare le competenze
. Lavorare per processo rispettando ruoli/responsabilita
. Dotarsi di tools adeguati ad uso trasversale (monitoraggio,work-flow,..)
. Definire regole di controllo, intercettazione anomalie ed azioni conseguenti
di tipo tecnico ed organizzativo (SOC,SIEM,Sonde OT, IRP,..)
. Simulare scenari di crisi e relativa escalation,..

19
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= Cyber acts.

Solvay’s Security Code

Ty COMMIts US 10 ensure adeguate
sroducts. plamts. transport.
. systemns against security threats:

&

Our Securty Code defines the mansgement prnciples that we strive 20 implemant o continuously enhance
sSecurity using S threat- and nisk-Dased spproach o identfy. to sssess and sddress vulnersbiites, to
enhance response cspabiities and 1o mantan and merove relstionships with key stakehoiders

1.1 ship C
Soilvay leadership commits to continuous securnty
improvement through publishad policses, provision of
suTcient and qualfied resources and established
sccountability.

2. Analysis of Threats, Vulnerabilities and
Consequences.

4_ Information and Cyber-Security.

Protecting informstion and informsation systems is
recognized as a cntcal component of a sound
secunty mansgemeant system, and security
meassures are developed and implemanted
accordingly.

5. Documentation.

Security managemeant programs. processes and
procedures sre 1o be documentad

6. Traini Drills and Gui we.

As appropnste, training. dnills and guidance sre to
be prowvided for employees, contractors, service
providers, value chsin partners and others, to
ennsnce swareness snd capabity.

and government officials and sgences is to be

. commur d ss
iate. reported o the Group. and correctve

action to mitigste impact and reoccurrence

implemented.

10. Audits.

Periodically. our secunty programs and processes

and implementston of correctve sctions are 1o be

audited. This may include third-party verfication

where required.

S sowvay
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Risk Matrix
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CRITICAL RISKS

Low

MODERATE

5 types of impact
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Economic

DEVELOPED

ADVANCED

Thresholds Low Medium High Very High
(MEUR) X Yy

e?;"":‘t" IMPACT




L’ organizzazione della Governance per la Securty
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Anle Servizi lntegrati

together

Audit Committee

|
|
H Group SECURITY BOARD
- Securit
Il_ e ___i i (I | Champi:n
: Director | CyberSec Ops 5ec|..|r|1:\.-r :
i | P ) Coordination 1
1 Group : emmittes Working Group |
] Security . '__1
1 | Travel Risk I
: I Steering :
:__ Information ___! Committee :
Risks & Security __ U Security F ti
Champion uncrions

Cyher Security . Internal Insurance
Ops Risk het Audit Dept

24M M M




CSOC = Cyber Security
ANIE Bmssesse (0 Operations Committee | >

COMFINDUSTRIA




DATA CLASSIFICATION
PUBLIC INTERNAL |

y

.. and Security Frameworks/Regulations implementation (NIST,GDPR,LPM/ANSSI,..),
certifications (1ISO9001,ISO27001,..)

26
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L’ approccio per la cyber security in =" ==
@i@ 1 Main risks

INDUSTRIA
-«

>

Naws ) (Tooln ) ( Sotvey Business Services ) (infor

) Security Tip No.2: How to recognize a phishing
Source : PwC 5 email message

\ T *_
‘\ 1. Model 4. Develop
|
y

Pihishing sasms rs meng thi st praveleny forine of
adversary | countermeasure | eyl . e .

al by emailing links to
that seemingly appear legitimate, such as online banking or soclal networks, but which are in fact designed o steal
how 1o avoid being drawn in.

[2. Simutate [ 3. Evaluate attack’s | =as. e —
attack . i impact Solvay faced with a..fake cyber attack

e —
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< Il Security Profile assessment: _ S
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- 2 possibili coordinate -

1) . e Pefficaciardellasnestra architettura di Sicurezza rispetto ai
requisiti richiesti per il livello di minaccia da cui €i Sivtole difendere :

SL1 (58 requirements)-> errore operativo iInconsapevole da parte di un collaboratore distratto,

SL2 (87 requirements) -> minaccia intenzionale e criminale non sofisticata da parte di un hacker
SL3 (118 requirements)-> minaccia intenzionale criminale e sofisticata da parte di organizzazioni
hactivist e terroristiche

SL4 (128 requirements)-> minaccia intenzionale da parte di organizzazioni criminali che mettono in
difficolta le infratrutture e i servizi di un intero paese fino ad immaginare una guerra Cyber

2) . é l'efficacia della fase operativa-gestionale rispetto alle
best practices di ciascuna delle 10 aree che chiede di investigare ( dal Risk Management al Cyber
Security Program Management) :

MLO -> NOT Performed (assenza di practices)

ML1 -> Initiated (alcune practices documentate)
ML2-> Performed (practices documentate,shakeholders coinvolti,processi supportati,guide lines)
ML 3-> Managed (governance esercitata,politiche applicate,personale con skills/resp. chiare




-Il Maturity Level (MILO-3) secopec C2M?2

-Risk Management

-Asset,change and configuration management
-ldentity and access management

-Threat and vulnerability management

-Situational awareness

-Information sharing and communications

-Event and incident response, continuity of operations
-Supply chain and external dependencies management
-Workforce management

-Cyber security program management




. Security Profile assessment [4/4]
ANIE ) Wirkise emrorecaicne i z ,
= e - @semplo di un OT benchmark -

2018 - Tra i 5 Cyber Security Services leaders contattati, si riscontrano :
* Pochi audits realizzati in OT (sono quasi tutti in IT)
* Ancor meno i case studies utili ad un benchmark OT significativo .
Un esempio reale di un DB di un leader tra i piu significativi (*) :

L =8 15 16

SL4

s 10 " 12
sus ' | Comprende circa 50

s PE— g audits OT w-w !

1 2 3 4
st

ui_o r MiL Y m MIL3

32 ‘( *) Non comprende dati riconducibili al Security Profile di Solvay
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