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Today’s risk reality 

Workers connecting 

everywhere 

Loss of control 

More interconnected than ever 

Expanded attack surface Multi-cloud reality 

A software-defined world 

Automated and 

sophisticated threats 

High likelihood of a breach 

Continuous operations 

Must keep business running 
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Phishing 

DDoS 

Advanced Persistent Threats 

Ransomware 

Botnets 

Wiper Attacks 

Data/IP Theft 

Spyware/Malware 

Man in the Middle 

Drive by Downloads 

Malvertising 

Unpatched Software 

Rogue Software 

Credential compromise 
Cryptomining 

Attack landscape 

constantly evolving Supply chain attacks 
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2018   

The Italian cybersecurity situation 

has been the worst year to date in terms of the evolution of 

«cyber» threats 

  Phishing and social engineering have increased by 57%  

In the past two years, growth in 
the number of serious attacks 

has increased tenfold 
compared to the previous two-
year period (+37.7% compared 
to the previous year). 

The main purposes of the cyber attacks suffered 
by companies in the current scenario are frauds, 
such as phishing and business email 
compromise (83%), extortion (78%),  
intrusion for the purpose of spying (46%)  
and interruption of service (36%). 

         Sources: 

 - Clusit Report 2019 on ICT security in Italy 

 - Information & Security Privacy Observatory 2019  - Politecnico di Milano   
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Financial damage following an attack 

of attacks in Italy in 2018 caused  

damage greater than € 80,000. 

         Source: 

         - Security Capabilities Benchmark Study 2018 by Cisco 

In 2018, the violations in Italy caused damage to more than 

half of company systems. Why? Many Italian companies still 

struggle to integrate legacy systems into their infrastructure 

and adequately protect them. 

for 18% of companies, that damage 

results in loss of clients. 

62% 
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Industrial Attack of the Month – Hydro Norsk 

Enterprise and Plants impacted 
• Some plants (smelters)shut down by infection. 

• Others being manually operated. 

• Others purposely being shut down for safety. 
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The Effect of a Threat - Impact 

8 
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A Multi-Layered Defense Strategy 

• Threat intelligence – Knowledge 
of existing Ransomware and 
communication vectors 

• E-mail security – Block 
Ransomware attachments and 
links 

• Web Security – Block web 
communication to infected sites 
and files 

• DNS Security - Break the 
Command & Control call back 

 

DNS 

• Client Security – Inspect files 
for Ransomware and Virus’s, 
quarantine and remove 

• Segment infrastructure – 
Authenticate access, separate 
traffic based on role and policy 

• Intrusion Prevention - Block 
attacks, exploitation and 
intelligence gathering 

• Monitor Infrastructure 
communications – Identify and 
alert on abnormal traffic flows 
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A Multi-Layered Defense Strategy 
  Prevent: 

  Back up all of your critical data 

  Protect users on any device, anywhere, anytime 

  Consistent and comprehensive patch management 

 

  Detect and Contain: 

  Continuously monitor your networks 

  Identify malware exploit kits and prevent malware code form executing 

  Block malicious command and control traffic, malicious files and malicious URLs in email 

 

  Reduce Risk of Infection: 

  Develop a proactive security plan that leverages a multi-layer defense 

  Use predictive intelligence to understand where attacks are staged on the internet 

  Continuously improve network hygiene and evaluate your security posture 
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Security challenges in the IoT 

New to cybersecurity Insufficient resources Market pressures 

Cyberattacks against IoT devices where up by 310% in 2018 with 90% of attacks 

being against IoT devices* 

 

*Source: Cisco 
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44% 
of alerts  

are NOT  

investigated  

49% 
of legitimate  

alerts are NOT 

remediated  

Source: Annual Cisco Cybersecurity Report 
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We Can Always Patch 

13 

• Right? 
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Protecting Intellectual Property 

and Company Assets 

Focus 24/7 Operations, High OEE, Safety, 

and Ease of Use 

Confidentiality, Integrity, Availability Priority Availability, Integrity, Confidentiality 

Converged Network of Data,  

Voice and Video (Hierarchical) 

Types of Data Traffic Converged Network of Data, Control 

Protocols, Information, Safety and 

Motion (P2P & Hierarchical)  

Strict Network Authentication  

and Access Policies 

Access Control Strict Physical Access and 

Simple Network Device Access 

Continues to Operate Implications of 

Device Failure 

Could Stop Processes, Impact Markets, 

Physical Harm  

Shut Down Access to  

Detected Threat and Remediate 

Threat Protection Potentially Keep Operating  

with a Detected Threat 

ASAP, during uptime Upgrades & Patch 

Management 

Scheduled, during downtime 

Intersection of IT & OT – Fusion or Parallel Universe? 

IT Network OT Network 
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• Legacy Infrastructure 

• Incremental changes 

• Understand risks 

• Outline long term architecture 

• Migrate when possible 

• New technologies 

― Open protocols 

― Distributed workflows 

― Fog Computing 

― Machine learning 

• Industry Mindshare Forums 

• Transformational IoT 

Two Paths to Implementation 

Brown Field Green Field 
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Follow ISA99 / IEC 62443 Security Guidelines  

Recommends: 

 Documented Controls Security Policy  

 Network Demilitarised Zone (DMZ) 

 Defending the Industrial edge (IPS, ISE) 

 Protect the Interior (ACLs, Port Security, StormControl) 

 Remote Access Policy (VPN) 

 Endpoint and Network Hardening 

 Physical Security 

How do we Implement Industrial Cyber Security? 

http://isa99.isa.org 
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Secure Access 

Threat Detection  

Segmentation 

Compliance 

Control 

Visibility 
Recognition of zones, conduits, and their control 
networks. 

Ability to react to and isolate problems. Ensure stability 
of infrastructure. 

Having the audit trail 

Fault domain isolation. Differentiated Services. Security 
zones 

Continuously updated detection engines from world-
class security researchers. Available endpoint to core. 

Secure and manage partner and vendor plant floor 
access 

Capabilities in Industrial Security 
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Segmentation is THE process  

Design, review, and 

policy management 
Refine policy 

Compliance  

and audit 
Ongoing monitoring  

and validation 

Segmentation 

enforcement 
Active enforcement 

Visibility 
See what is on the network 

Cluster analysis and 

segment definition 
Classify 

Validation 
Author (push polices) 
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Modern Security Architecture 
 

Technology 

Partners 

and other 

3rd party 

threat feeds  

Open APIs · Developer Environment · Services 

Management · Response 

Deploy  Policy 

Investigate Detect Remediate 

Comprehensive Threat Intelligence 

Known Threats Unknown/Zero-day 

Continuous 

Trust 

Verification 

Users, 

devices, 

applications, 

and more 

Enforcement Everywhere 

Endpoint Network Cloud Application 
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ZERO Trust Model 



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential  © 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential  

The traditional 
security model 

Perimeter-based defense 
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Focuses on data 

protection, not on attacks 

Assumes all environments 

are hostile and breached 

No access until user + 

device is proven “trusted” 

Authorize and encrypt  

all transactions and flows  

What Zero Trust  
really means is  
“Least-Privilege 
Access” 
(i.e. grant access,  
but make it specific!) 

Zero Trust  
changes the 
paradigm 
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Trusted Access 

Any User 

Employee 

Contractor 

Partner 

Any Device 

Corporate-Issued 

Bring-Your-Own 

IoT 

Any App 

Data Center 

Multi-Cloud 

SaaS 

In Any Location 

On-Premises 

On-VPN 

Off-Network 

Using a phased Zero Trust approach to security 
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Recommendations 

Invest in upgrading OT networks 

 

Get to know your OT network 

 

Map out accountability 

 

Acknowledge the lack of visibility 

 

Segmentation IT and OT 

 

Security is a continuous exercise 

 

Education 

 

Prepare & Response 
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Have a plan 




